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The Challenges of 
Healthcare Security
By Steven Nibbelink, CHPA, CA-AM

Healthcare security, as an industry, is an incredibly challeng-
ing proposition. A safe and secure healthcare environment 
is not impossible, but it is much more than just “guns, guards 
and gates.” It requires subject matter expertise in a broad 
spectrum of subjects including operational, physical, network 
and cyber security controls while meeting and exceeding a 
myriad of ever-evolving regulations from just as broad a spec-
trum of agencies promulgating such rules and standards. In 
this, the first of a series of four papers, we will explore some 
of the more common issues in the healthcare security field 
and how the addressing of these issues is necessary for the 
continued safe provision of services for patients, staff and 
visitors to a healthcare facility. Before we discuss the “What” 
and the “How,” we should first seek to understand the “Why.”

Healthcare is one of the most regulated industries in the Unit-
ed States. In addition to the health and well-being of patients 
who are putting themselves into our hands and trusting us 
to take care of them, there are a significant number of secu-
rity sensitive areas inherent to any medical facility, including 
urgent care sites, diagnostic or treatment centers, and acute 
care hospitals. While hospitals often times have the luxury of 
a security guard force and significant physical security infra-
structure to assist with the safety of staff and patients, many 
standalone facilities such as urgent care centers have similar 
patient populations without enjoying such protections. Many 
outpatient treatment centers similarly lack the training oppor-
tunities and other security-related prevention strategies that 
larger sites may have while still facing many of the same risks. 
Most such facilities have quantities of narcotics and other 
controlled substances that are often the target of theft by di-
version. Monies and patient valuables are routinely collected 
and stored, and personal information (including your date of 
birth, social security number, home address, etc.) is recorded 
and stored as part of your electronic medical record. And with 
healthcare being the leading industry for workplace violence 
in this country today—far surpassing other industries1—is it 
any wonder that an industry that deals with so much potential 
threat and risk on a daily basis is so well regulated?

The Leading Industry for Workplace Violence 
Regulations for the security of healthcare facilities are numer-
ous, so let us review a few of the more common sources for 
such rules and what comprise the most often cited standards 
and guidelines. Recalling our previous categories of opera-
tional, physical and cyber security controls, let’s begin with 
operational security in the healthcare environment and the 
relationship that exists between the Centers for Medicare and 
Medicaid Services (CMS) and various healthcare accreditation 
agencies such as The Joint Commission, the most widely uti-
lized accreditation agency for healthcare in the US today2).

The CMS is a federal agency under the U.S. Department of 
Health and Human Services which is responsible (in part) for 
administering the Medicare program and working with indi-
vidual states to administer Medicaid and the State Children’s 
Health Insurance program (SCHIP). Hospitals and healthcare 
providers must apply to participate in the Medicare program 
and if a hospital does not participate, it cannot accept or be 
reimbursed for providing services to Medicare patients. In to-
day’s healthcare atmosphere, this is practically unheard of. In 
order to participate in Medicare, a hospital must meet certain 
minimum standards, called the Conditions of Participation—
or—COPs which are the regulations of CMS.3 Hospitals are 
subject to inspections (or surveys) by CMS to make sure that 
they are meeting current standards and such surveys may 
be conducted either on an annual schedule or “for cause” 
should a complaint or incident occur. Many times, CMS con-
tracts with states to perform the surveys and they will provide 
written guidelines interpreting their standards for the sur-
veyors to assist them in performing the inspections. Among 
these Conditions of Participation are a set of Patient Rights 
Standards,4 which include the following:
• The Right to participate in their plan of care, including the 

right to receive visitors they designate;
• The Right to confidentiality of patient records;
• The Right to privacy and safety; and
• The Right to be free from all forms of abuse or harassment.
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In June of 2018 a Washington state hospital failed 
a CMS inspection related to safety and security 
risks to their patients, which resulted in a loss 
of approximately $53 million dollars per year in 
federal funding.

Considering these Patient Rights alone, one can easily see 
how critical proper security in a healthcare setting can be, 
lest a lack of security measures result in harm to a patient or 
resident. When this happens, CMS refers to such a situation 
as “Immediate Jeopardy.” The CMS State Operations Manu-
al5 defines Immediate Jeopardy (IJ) as “a situation in which 
the provider’s noncompliance with one or more requirements 
of participation has caused, or is likely to cause, serious inju-
ry, harm, impairment, or death to a resident.” If a healthcare 
facility receives an IJ rating and the deficiencies are not ad-
dressed in a timely and satisfactory manner, not only will they 
lose eligibility to receive Medicare and Medicaid funding, but 
they will also suffer many other negative effects such as in-
creased insurance rates and negative branding due to the 
loss of accreditation, which can be financially devastating to 
an organization. For example, in June of 2018 a Washington 
state hospital failed a CMS inspection related to safety and 
security risks to their patients, which resulted in a loss of ap-
proximately $53 million dollars per year in federal funding.6

Healthcare Security and Accreditation
While there are several healthcare accrediting bodies in the 
U.S., the most common is The Joint Commission. The Joint 
Commission, an independent, not-for-profit organization 
founded in 1951, accredits and certifies more than 22,000 
healthcare organizations and programs in the United States. 
It is the only accreditor to incorporate evidence-based perfor-
mance measurement into the accreditation process, and the 
only accreditor that provides a single accreditation manual 
chapter that integrates all its standards on patient safety into 
a patient safety system.7 Among these standards are the fol-
lowing examples that address security and safety: 
• The facility manages safety and security risks (EC 02.01.01);
• The facility protects the privacy of health information (IM 

02.01.01); and
• Leaders create and maintain a culture of safety and quality 

throughout the organization (LD 03.01.01)

While certainly one of the most well-known, The Joint Com-
mission is only one of many accreditation agencies in the U.S. 
healthcare industry. The Urgent Care Association (UCA) is the 
most notable and widely recognized trade and profession-
al urgent care association with over 3,300 members and of-
fers two levels of recognition and distinction for urgent care 
centers.8 There are also dedicated accreditation processes 
for rehabilitation facilities (CARF), diagnostic labs (A2LA) and 
many other facilities. Many of these agencies’ standards, as 
they pertain to security, are not prescriptive, which means that 
they can be broadly interpreted based upon the circumstanc-
es and findings of the surveyor during an assessment. Such 
subjectivity in regard to what may constitute a negative find-
ing make it even more important that those who are respon-

sible for the security and safety of a healthcare facility un-
derstand how this separate collage of rules and regulations 
from various entities work together to protect our patients. As 
an example, the UCA Physical Environment standards men-
tion, in part, that the expectation is that access to and from 
areas identified as “security sensitive” should be controlled. 
They do not elaborate about how such access controls are 
to be implemented, just that if you have previously identified 
an area as security sensitive then additional physical security 
safeguards must be in place regarding access into such areas.

Security Regulation and Safe Environments
Next we will look at some common physical security stan-
dards, namely those created by the Occupational Safety and 
Health Administration (OSHA) and the National Fire Protec-
tion Agency (NFPA). OSHA has issued multiple citations over 
the past several years to U.S. healthcare facilities for failing 
to provide a safe work environment for staff due to known is-
sues of workplace violence under the provisions of the agen-
cy’s General Duty Clause. The clause states in part that “…em-
ployers are required to provide their employees with a place 
of employment that is free from recognizable hazards that 
are causing or likely to cause death or serious harm to em-
ployees.”9 OSHA also advises that “An employer that has ex-
perienced acts of workplace violence, or becomes aware of 
threats, intimidation, or other indicators showing that the po-
tential for violence in the workplace exists, would be on no-
tice of the risk of workplace violence and should implement 
a workplace violence prevention program with engineering 
controls, administrative controls, and training.”10  The issue of 
workplace violence has become so prevalent in US health-
care that OSHA even teamed up with The Joint Commission 
to create Operation Assault Halt,11 a collaborative approach 
between these two agencies to provide guidance and re-
sources to limit such incidents.
 

Employers are required to provide their employees 
with a place of employment that is free from 
recognizable hazards that are causing or likely to 
cause death or serious harm to employees.

Considering that OSHA fines for serious violations and / or 
willful or repeated failure to abate them increased by 78% 
in 2016,12 and that current fines as of this writing are almost 
$14,000 per violation (tenfold if the violation is repeated).13 
Hospital administrators have certainly taken notice that there 
is a very real cost to doing nothing. The NFPA, traditionally 
a group dedicated to preventing harm and loss due to elec-
trical and fire-related hazards (and already well known as a 
leader in life safety codes and standards for hospitals) has 
now also started to impact the security of healthcare facilities 
through its new NFPA 3000 Active Shooter / Hostile Event 
standard,14 meant as a guide for planning, response and re-
covery in the event of such a situation. Combined with OSHA 
verbiage from numerous guidelines (such as OSHA 3148 

“Guidelines for Preventing Workplace Violence for Healthcare 
and Social Workers”15 and OSHA Instruction CPL 02-01-058 

“Enforcement Procedures and Scheduling for Occupational 
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Exposure to Workplace Violence”16), this decision by NFPA to 
portray what has traditionally been considered a security re-
lated event into a more “all hazards” approach from an emer-
gency management perspective has certainly evolved the 
way in which we consider appropriate and reasonable safe-
guards for our healthcare sites.

Cyber Security and Protected  
Health Information
Speaking of evolution and developing threats, none have 
been so creative and pervasive as those involving the cyber 
security of medical information. Managed network services 
are a critical part of the success of any healthcare provid-
er in today’s world, but if not managed and secured proper-
ly they can also be a part of their failure. Compromised data, 
especially that of an electronic medical record or other pro-
tected and confidential information regarding patients is an 
often-overlooked part of an integrated security solution for 
healthcare facilities since not all intruders come through a 
door or window. As mentioned previously, CMS, The Joint 
Commission and many other agencies clearly indicate that 
the security of an individual’s protected health information is 
important. In 1996, the Health Insurance Portability and Ac-
countability Act, commonly known as HIPAA, was first institut-
ed in order to improve the efficiency and effectiveness of a 
U.S. healthcare delivery system that was more and more reli-
ant upon electronic information exchange and data storage.
 

HITECH strengthened the civil and criminal 
enforcement of the HIPAA rules to the tune of a 
maximum fine of $1.5 million for certain violations.

HIPAA’s final Security Rule was published in 2003 (taking ef-
fect in 2005) and provided, among its many protections, the 
Enforcement Rules which are provisions relating to compli-
ance and investigations as well as the imposition of civil mon-
ey penalties for violations of HIPAA standards.17 Later in 2009, 
the Health Information Technology for Economic and Clinical 
Health (HITECH) Act created several additional provisions re-
garding privacy and security issues related to the electron-
ic transmission of health information. HITECH strengthened 
the civil and criminal enforcement of the HIPAA rules to the 
tune of a maximum fine of $1.5 million for certain violations.18  
This was recently demonstrated in New York in a November 
2019 ruling in which a large and complex medical center was 
penalized $3 million in civil fines for HIPAA violations, sever-
al of which involved the loss of patient’s data and protected 
information due to criminal activity and a lack of appropriate 
device-level encryption for its devices containing such pro-
tected heath information (PHI).19 Because of the tremendous 
resell value that PHI holds to hackers and data brokers and 
the potential harm that it can cause victims (not just financial, 
but actual physical harm should information like allergies and 
diagnoses become altered), cyber security is a critical compo-
nent of a healthcare security culture and must be viewed in 
conjunction with operational and physical security for a truly 
integrated and effective program to exist.

In Conclusion
Healthcare security, to the uninitiated, can seem an almost 
impossible task due to the incredible variety of threats and 
their ever-evolving nature. If one thinks of treating their se-
curity program as they do in terms of treating a patient, how-
ever, the concept begins to fit. A patient is not treated by 
any single caregiver during their stay, but a team of dedicat-
ed professionals each of which brings their own knowledge 
and experience to the goal of making the patient well. Sim-
ilarly, healthcare security should be a multi-disciplinary pro-
cess, involving not only human resources, risk management, 
legal, information technology and other internal partners, but 
also specialists and subject matter experts in the field. when 
needed to bring a fresh perspective and create the best out-
comes not just in reaction to specific issues but to create and 
maintain a constant state of readiness regarding the security 
program. Preventive medicine, in which providers proactive-
ly work to keep their patients healthy, has a goal to “protect, 
promote, and maintain health and well-being and to prevent 
disease, disability, and death.”20 As part of the patient care 
team in our critical supporting role of providing a safe and se-
cure healing environment, should we aspire to do any less?
Please join us for our next paper in the series in which we will 
delve deeper into common operational security issues and 
seek a better understanding as to their causes and how we 
can best mitigate them.

Solutions for a Safe, Secure and  
Welcoming Environment
Healthcare Security, for the IT, Networking and Security ap-
plications requires design, deployment and functional exper-
tise in a variety of disciplines. As you, the healthcare provid-
er, look to business partners to create and maintain the safe, 
secure and welcoming environment, ask the questions about 
the technology and the experience of your partner. Do they 
have experience with the technology they are recommend-
ing, do they have the design, deployment, service and sup-
port experience to meet the needs of your patient demands, 
the local needs and your corporate strategy. Most important-
ly, are they available to support you and your organization to 
maintain a constant state of readiness for your healthcare se-
curity and safety program.
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Operational 
Security Issues  
for Healthcare
By Steven Nibbelink, CHPA, CA-AM

As mentioned in our initial paper, healthcare security is a  
complex and challenging proposition. A safe and secure 
healthcare environment requires subject matter expertise in 
a broad spectrum of subjects including operational, physical 
and cyber security controls -- while meeting and exceeding 
expectations and standards from a wide range of local, state 
and federal agencies.

In this series of papers, we are exploring some of the more 
common issues in the healthcare security and network field, 
and in this edition, we will explore two of the most common 
operational issues that healthcare workers face daily, namely 
the threat of workplace violence and security-related training 
for staff to mitigate such incidents when they occur.

Healthcare Workplace Violence 
Workplace violence in healthcare is a routine event with 
workplace violence-related injuries in the healthcare industry 
requiring days off from work at an estimated rate at least four 
times higher than the rate for private-sector workers overall.1 
Since most of the violent incidents and injuries to care pro-
viders are caused by patients and visitors, healthcare security 
professionals must adopt strategies to better understand the 
circumstances and events leading up to these types of be-
haviors and create training programs and educational oppor-
tunities for preventing and responding to incidents of work-
place violence when they occur.

The Occupational Safety and Health Administration (OSHA) 
defines workplace violence as “any act or threat of physical 
violence, harassment, intimidation, or other threatening dis-
ruptive behavior that occurs at the work site. It ranges from 
threats and verbal abuse to physical assaults and even homi-
cide. It can affect and involve employees, clients, customers 
and visitors.”2

In 2017, data from the Bureau of Labor Statistics 
that showed intentional injuries sustained by 
health and social assistance workers occurred at 
a rate of 9.1 per 10,000 workers in 2017. For all 
private industry, that rate was 1.9.3

Assaultive behaviors have reached epidemic proportions in 
the U.S., with 70%-74% of violent assaults in the workplace 
occurring in healthcare and social service settings. In addition 
to these figures, assaults on healthcare workers comprise 
10%-11% of workplace injuries involving days away from work, 
as compared to 3% of similar injuries to all private sector em-
ployees.4 Furthermore, information based on the Bureau of 
Labor Statistics (BLS) and National Crime Victimization Survey 
data both reveal that workplace violence is not only a threat 
to those in the healthcare environment, but that most of the 
injuries from assaults at work that required days away from 
work (commonly known at many organizations as a DART 
Score, or Days Away, Restricted or Transferred) occurred in 
these settings.5 The expense of workers compensation claims 
and lost productivity due to workplace violence related issues 
alone are staggering.

In April 2018, The Joint Commission, a prominent healthcare 
accrediting body in the US, released Sentinel Event Alert 
#59 “Physical and verbal violence against healthcare work-
ers,” which details not only the prevalence of violence in the 
healthcare industry but also the contributing factors to the 
increase in such incidents and recommended actions that 
healthcare organizations should be taking to combat this 
growing threat.6 Another report, OSHA publication #3826 re-
leased in the first quarter of 2016 indicated that “In 2013, the 
broad healthcare and social assistance sector had 7.8 cases 
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of serious workplace violence per 10,000 full-time employ-
ees, while other large sectors such as construction, manu-
facturing, and retail all had fewer than two cases per 10,000 
full-time employees.” In 2017, data from the Bureau of Labor 
Statistics that showed intentional injuries sustained by health 
and social assistance workers occurred at a rate of 9.1 per 
10,000 workers in 2017. For all private industry, that rate was 
1.9. This is more than four times the national average of work-
place violence incidents for those working in the healthcare 
profession. Moreover, this same document illustrated that the 
source for these workplace violence incidents in the health-
care sector were predominantly that of the patients and  
those that we provide care for, with “80% of serious violent  
incidents reported in healthcare settings” having been 
caused by interactions with patients. The report notes that 
12% of workplace violence issues are caused by “other cli-
ents or customers,” increasing the actual rate of violence from 
those that healthcare workers are attempting to treat to 92%. 
Only 3% of incidents are defined as co-worker related, which 
is unique when compared with other industries. Even with  
these surprising figures, it is generally believed that work-
place violence in the healthcare industry is widely underre-
ported, even at organizations that have robust workplace  
violence education programs and well-developed reporting 
procedures in place. The reasons for underreporting include 
lack of a reporting policy, lack of faith in the reporting sys-
tem, and fear of retaliation.7 According to 2017 Bureau of La-
bor statistics, the rate of violence-related injuries for private 
hospitals in the U.S. was 17.2 per 10,000 full-time employees, 
more than four times higher than the violence-related inju-
ry rate for workers overall in the same year. State-run, public 
hospitals and nursing and residential care facilities have as-
tonishingly higher rates of 145.9 and 222.4 per 10,000 full-
time employees, respectively.8

Healthcare leaders continue to struggle with these issues, 
and many professional healthcare advocacy groups have 
made efforts to better control this growing concern, as it not 
only threatens the workers themselves, but also negative-
ly impacts the ability of the facility or organization to provide 
effective and affordable patient care. The American Hospi-
tal Association (AHA) and the Emergency Nurses Association 
(ENA) have teamed up to address this growing issue in our 
country through the “Hospital Against Violence” campaign 
and a national day of awareness recognizing workplace vi-
olence in healthcare. The campaign will mark its 4th year in 
June 2020.9

It estimated that proactive and reactive violence 
response efforts cost U.S. hospitals and health 
systems approximately $2.7 billion in 2016.

While such efforts are important for the safety of staff and pa-
tients, there is also a significant financial incentive involved. In 
July of 2017, the American Hospital Association (AHA) issued 
a groundbreaking report that compiled the actual costs of 
workplace violence to healthcare providers as well as to com-
munities.10 Some of their findings included:

• It estimated that proactive and reactive violence response 
efforts cost U.S. hospitals and health systems approximately 
$2.7 billion in 2016. 

• It also estimated national in-facility violence costs of $428.5 
million, including $234.2 million for staff turnover, $42.3 mil-
lion in medical care and indemnity (compensation for lost 
wages made to employees who were injured on the job) for 
employee victims of violence, and $90.7 million in disability 
and absenteeism costs.

• The report also indicated an annual cost of $17,500 per hos-
pital on workplace violence prevention plan development.

Security-Related Training 
Considering the return on investment of $17,500 versus the 
missions lost due to turnover, indemnity and workers com-
pensation and insurance claims, it is no surprise that securi-
ty training for healthcare staff is becoming more than just a 
good idea. In a growing number of states, it’s now the law.

Workplace violence training, while vital, simply 
cannot resolve all security issues that healthcare 
workers face on their own.

In 2014, California Governor Jerry Brown signed Senate Bill 
1299 into law, requiring specified types of hospitals, includ-
ing general acute care hospitals and acute psychiatric hospi-
tals to adopt a workplace violence prevention plan as a part 
of the hospital’s injury and illness prevention plan to protect 
health care workers and other facility personnel from aggres-
sive and violent behavior. The law includes “strong training 
policies for employees regarding how to recognize and re-
spond to violence, and resources for employees who are vic-
tims of violence.”11 The legislation further requires the posting 
of a report on the website of the California Department of In-
dustrial Relations, Division of Occupational Safety and Health 
(DOSH), better known as Cal/OSHA. The report contains 
specified information regarding violent incidents in California 
hospitals. The passage of SB 1299 is just one of several legis-
lative changes that have been made to improve the reporting 
of incidents of workplace violence at healthcare organizations 
and to better train workers in this industry on how to respond 
to this known workplace hazard. Most recently, Bill H.R. 1309, 
the “Workplace Violence Prevention for Health Care and So-
cial Service Workers Act”, would require the U.S. Department 
of Labor to address workplace violence in the healthcare and 
social service sectors by creating a specific occupational safe-
ty and health standard requiring employers in the healthcare 
and social service sectors (as well as employers in sectors 
conducting similar activities to these sectors) to develop and 
implement a comprehensive plan for protecting health care 
workers, social service workers, and other personnel from 
workplace violence. This is far more prescriptive than the ex-
isting OSHA General Duty Clause, and would in fact have sev-
eral specific requirements that healthcare and social service 
organizations would be required to implement or else face  
fines as well as additional regulatory and accreditation agen-
cy scrutiny for a failure to address workplace violence risks for 
their employees. Employers, at a minimum, will be required to:
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• Investigate workplace violence incidents, risks, or hazards 
as soon as practicable;

• Provide training and education to employees who may be 
exposed to workplace violence hazards and risks;

• Meet record keeping requirements; and
• Prohibit acts of discrimination or retaliation against  

employees for reporting workplace violence incidents, 
threats, or concerns.12

Bill H.R. 1309 was passed by the U.S. House of Representa-
tives on November 21st, 2019 and has been sent to the U.S. 
Senate for a vote. Should it pass, the U.S. Secretary of La-
bor will have one year to promulgate the final standards and 
expectations for healthcare providers when it comes to the 
planning and prevention of workplace violence incidents and 
the providers will then have 6 months with which to comply.

Workplace violence training, while vital, simply cannot resolve 
all security issues that healthcare workers face on their own. 
In designing a security training program for healthcare work-
ers, healthcare facilities should consider a multi-tiered ap-
proach, in which the basics of security culture are reviewed 
first to include items such as:
• not allowing the “tailgating” of unauthorized personnel into 

access-controlled areas; 
• not leaving work areas and valuables (including Protected 

Health Information, or PHI) unattended and unsecured; and 
• ensuring the location of alarm systems, panic buttons, and 

other security-related technologies as well as the knowl-
edge of how to properly use them are secure. 

This is also a great time to reinforce your organizational poli-
cies and procedures on IT security by emphasizing how em-
ployees can best avoid common scams such as the clicking 
on unknown email attachments or links as well as the dan-
gers of sharing login credentials or passwords with others. Af-
ter these initial security and safety topics have been reviewed 
and explained, workplace violence-related issues can be dis-
cussed. Topics such as defining workplace violence and its 
sources, and understanding current trends such as those that 
have been discussed in this paper. Reviewing the proper way 
to deal with the unique situations that healthcare workers ex-
perience on a routine basis can be discussed as well. These 
situations include:
• Giving patients and their family members bad news in the 

form of a poor prognosis, or imposing physical limitations 
to emotionally unstable subjects or those without sufficient 
coping mechanisms when such information is discussed;

• Dealing with unpredictable patients that suffer from behav-
ioral disorders or are under the influence of alcohol, medica-
tions or controlled substances; and

• Denying narcotics or other controlled substances or refus-
ing to categorize a client’s diagnosis based upon their re-
quest due to disability claims, insurance reimbursement or 
other illegitimate purposes.

The most comprehensive training programs include informa-
tion deonstrating how to de-escalate potentially violent behav-
ior, how to recognize verbal and physical queues that can lead 
to physical aggression and situations that speak to the dan-
gers of armed subjects and active shooter/assailant scenarios.

In Conclusion
Workplace violence occurs with increasing frequency and im-
pacts many organizations across the US, but none so much as 
in the healthcare industry. Since it is a recognized hazard by 
OSHA13 and with many states now passing legislation to help 
combat the problem, measures should be undertaken to min-
imize the risk of such events, including the education of staff 
as to their role when such events occur and the proper physi-
cal safeguards that should be in place to provide a reasonably 
safe work environment. It is just as important, however, to set 
a solid security foundation for staff prior to delving into specif-
ic issues that involve operational, physical and cyber security 
protections, which we will discuss in subsequent articles.

Please join us for our next paper the series in which we will 
explore some common physical security issues and discuss 
how environmental design and appropriate planning regard-
ing access controls, video surveillance and alarm systems 
can have a dramatic effect upon the safety and security of a 
healthcare facility.

Solutions for a Safe, Secure and  
Welcoming Environment
Education and Training of your healthcare team in healthcare 
security and safety best practices is vital to the success of 
your program and is the fabric behind the scenes that helps 
to deliver positive patient outcomes, customer appreciation 
and staff satisfaction. How do you use the experiences and 
technology of your business partners to leverage their knowl-
edge to support your program? Do they offer customer sup-
port and liaison programs to ensure your successful use of 
technology (both premise based and cloud based)? Do they 
have the resources to respond to your facilities to support 
you, when operational challenges arise? How can you use 
technology, to support the operational challenges of work-
place violence and assist in security related training – it is not 
just technology, it is a force multiplier.
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Access Control
Appropriate access controls are a critical component to the 
security of any healthcare facility, regardless of the facility’s 
size or complexity. Access control systems exists in many 
forms, from master key systems (which allow for differing lev-
els of access based upon an employee’s responsibilities) to 
personal identification numbers (PIN codes) to identification 
badge access systems (including magnetic swipe and prox-
imity readers) and even biometric authentication technolo-
gy (such as iris, fingerprint or palm scanners which use a per-
son’s physical attribute to compare against a pre-enrolled 
database of authorized users). One can also combine such 
systems to further increase security based upon need or cir-
cumstance, such as a higher security area that requires dual 
authentication in the form of both a valid badge read as well 
as a PIN code. Most all methods of access control that use an 
authentication process rely upon one or more of these three 
attributes; something you have (a key or ID badge), something 
you know (a password or PIN code) and / or something you 
are (iris or fingerprint scan). Each of these attributes have their 
own strengths and weaknesses, but when designed proper-
ly (after an assessment of what is to be protected) an access 
control system is a very effective means of increasing security.

Appropriate access controls are a critical compo-
nent to the security of any healthcare facility,  
regardless of the facility’s size or complexity.

Healthcare Security 
and Environmental 
Design
By Steven Nibbelink, CHPA, CA-AM

Previously we have studied some of the more familiar regula-
tory agencies and standards that govern the safety and securi-
ty aspects of the healthcare environment as well as operation-
al security issues, such as workplace violence that hospitals, 
urgent care clinics and other providers face on a routine ba-
sis. Continuing our review of safety and security issues in the 
healthcare environment, this latest paper in our four-part se-
ries of healthcare security trends will focus on physical securi-
ty and the importance of proper design and implementation of 
security technology when protecting such environments.

Physical Security 
Let us pretend for a moment that we have traveled back to 
medieval times and that you are the ruler of a kingdom. You 
are in the process of constructing a new castle from which to 
govern your empire, but there are both internal and external 
threats that you must take into consideration. First, you do not 
want those that should not be in the castle to have free en-
try, so perhaps a moat or drawbridge is in order to allow only 
those that are authorized into the courtyard. A strong gate or 
portcullis would be used to deter resolute antagonists active-
ly seeking entry to restricted areas. You would likely deploy a 
group of watchmen along an elevated parapet walk or on the 
tower to serve as lookouts should an intruder be sighted or a 
fire break out after hours inside the structure. And lastly you 
would need some type of notification device such as a bell or 
horn to be used to warn others that an incident was occurring 
and to raise a hue and cry so a timely response to the situa-
tion was forthcoming. While these archaic versions of access 
control, video surveillance and alarm systems worked for cas-
tles hundreds of years ago, their more modern equivalents 
still play a crucial role in the safety and security of any facility, 
particularly in the healthcare field.
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In healthcare, there are numerous reasons that an effective 
and well-designed access control system should be foremost 
in any facility’s security program. Healthcare facilities, from 
standalone clinics and urgent care centers all the way up to 
large acute care hospital campuses have patients, includ-
ing children, that are at their most vulnerable. We must bal-
ance visitation of friends and family members with protec-
tion of these patients, but there is also a significant amount of 
areas in which non-healthcare workers should not enter for 
their own safety (areas containing hazardous waste or oth-
er dangers, for example). Add to this that all healthcare facili-
ties contain inherently valuable materials (such as controlled 
substances and protected health information to name a few) 
and the necessity for an effective access control system be-
comes very clear. Many regulatory agencies, such as the Joint 
Commission and the Urgent Care Association of American al-
ready have specific standards requiring proof of limited ac-
cess to security sensitive areas.1,2 OSHA also gives specific 
recommendations regarding engineering and environmental 
controls as related to staff safety in OSHA #3148 “Guidelines 
for Preventing Workplace Violence for Healthcare and Social 
Service Workers.”3 While vital, a well-designed and properly 
implemented access control system is only one part of a ho-
listic healthcare facility security program.

A well-designed and properly implemented access 
control system is only one part of a holistic 
healthcare facility security program.

Video Surveillance
Camera technology and the ability to take photographs and 
video recordings at any time and in almost any circumstance 
thanks to smart phones, tablets and associated apps have 
transformed our society. Once an expensive security compo-
nent that required not only significant capital investment in 
hardware but also considerable time and labor to install and 
maintain, video surveillance systems of today are nothing like 
that of those just a generation ago. Video surveillance now of-
fers the ability to remotely view an area in real time and after 
an incident, helping with the reconstruction of an event or ev-
identiary purposes. And thanks to advances in hardware and 
software, cameras now can provide so much more. Gone are 
the days of a guard or operator sitting and watching a static 
screen, waiting for signs of suspicious activity (neither effec-
tive nor efficient). Today’s cameras use motion detection algo-
rithms to alert authorized users of any movement within the 
camera’s field of view. They can also be programmed to de-
tect activity based upon time of day, range of motion or even 
type of motion, such as someone leaving an unattended item 
in an area for a defined period of time. Another facet of video 
analytics includes license plate and facial recognition capa-
bilities to determine the identity of a vehicle or a person. New 
advances in this field include cameras smart enough to as-
sist with theft prevention, customer service and engagement 
and even monitoring patients at a high risk for elopement.4 All 
of this is in addition to the traditional role of crime prevention 
that video surveillance system provide, and healthcare facili-
ties are certainly targets for these types of illicit activities.

Video surveillance now offers the ability to 
remotely view an area in real time and after an 
incident, helping with the reconstruction of an 
event or evidentiary purposes.

From vandalism to theft to more serious crimes such as rob-
beries of pharmacies and urgent care clinics, video surveil-
lance systems and their integrated analytics play a pivotal 
role in the detection and prevention of many such activities 
and much like access control systems, are prominently men-
tioned in many best practices and articles involving the secur-
ing of healthcare facilities.5

Alarms 
One additional element in a well-designed physical securi-
ty program for healthcare is that of alarm and notification sys-
tems. This category of security includes a broad spectrum of 
applications, including unauthorized entry / intrusion alarms, 
duress or panic alarms and integration with access con-
trol and video surveillance systems to create a multi-layered 
security solution. For example, an access controlled door 
sounds an alarm if forced or held open, and the closest cam-
era automatically pans to view the location of the incident. 
Such integration was at one time prohibitively expensive for 
most companies, but with advances in communications and 
the convergence of functionality provided by today’s manu-
facturers, such systems are not only affordable but common-
place. While alarms detecting unauthorized entry are still the 
most common for many businesses, due to the increase in se-
verity and frequency of workplace violence in the healthcare 
industry, many facilities and high-risk departments have ad-
opted duress and panic alarms to summon assistance quickly 
when staff members are threatened. Like access control tech-
nology, panic buttons can take many forms, from the more 
traditional “fixed” panic button such as those installed under 
a desk to be activated discreetly if staff feel threatened to a 
body-worn device that summons help and identifies the lo-
cation of the staff member. Such personal panic devices are 
growing in popularity especially for those healthcare work-
ers that deal with high-risk patient populations on a regular 
basis, such as emergency departments, urgent care centers 
and behavioral health units. There are now apps that can be 
installed on staff members’ smartphones that provide similar 
functionality without the installation of expensive hardware 
and dedicated equipment.

A well-designed access control, video and alarm 
system can dramatically improve the current  
state of readiness and security posture of any 
healthcare facility.
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A well-designed access control, video and alarm system can 
dramatically improve the current state of readiness and se-
curity posture of any healthcare facility. Such technology, in 
conjunction with appropriate training and processes for staff 
to follow can be a huge force multiplier in creating and main-
taining a safe environment for themselves and their patients. 
One weakness of any such system, however, is that of the in-
sider threat. The best access control system is rendered use-
less if strangers can tailgate behind employees or if secured 
areas are left unlocked. Circumventing existing controls can 
and do occur, but one of the most potentially damaging types 
of security breaches is not from the physical security world, 
but from the cyber security realm. Think about our previous 
exercise comparing the security mechanisms of a castle with 
modern day equivalents and then realize that many forms of 
malware are named “Trojan Horses” for a reason. Whether in-
tentional or not, allowing such programs access to your net-
work or information can be devastating for both patients as 
well as the healthcare organization.

Securing the Internet of Things
Security and convenience rarely work well together since one 
must take a leading role and one common threat in today’s 
environment is connectivity through the “Internet of Things”. 
The Internet of Things, or IoT, is a term that refers to the con-
necting of any device with an on and off switch or function to 
the internet 6. In years past, there were few large-scale sys-
tems that were so connected, and it took more than a little 
knowledge and ability in order for someone to maliciously 
hack into them, such as the Supervisory Control and Data Ac-
quisition (SCADA) systems in use at municipal power plants 
and transportation hubs. With advances in technology and 
the reliance of built-in connectivity of many of today’s securi-
ty devices such tampering can be easily accomplished if ade-
quate network security is not maintained. Many popular video 
surveillance systems rely upon IP based cameras, as do many 
wireless alarm and duress devices as well as many compo-
nents of access control systems. With so many devices run-
ning on the network, it’s imperative that the security of net-
work services can detect and defend against such intrusions. 
Many erroneously think that they only need be concerned 
about unauthorized intrusion in regard to their computer or 
portable electronic devices like smart phones or tablets, but 
with IoT devices there are so many other issues that have to 
be considered. Imagine a malicious actor that can hack into 
IV infusion pumps and change their dosage settings, or per-
haps gain access to your security video surveillance system 
to either surreptitiously watch others or to disable certain 
cameras in preparation of criminal activity. This concern is so 
great that in 2018 the U.S. government passed a Bill to ban 
governmental use of certain telecommunications and surveil-
lance products, citing “national security concerns” 7.

Proper network design, along with ongoing moni-
toring and management, can allow all of the bene-
fits of connected devices while managing the risks.

In today’s healthcare security environment, network security 
is a tremendous risk that, if not addressed, can result in data 
breeches, monetary fines to the organization and negative 
branding which is difficult to recover from.

Proper network design, along with ongoing monitoring and 
management, can allow all of the benefits of connected de-
vices while managing the risks.

Solutions for a Safe, Secure and  
Welcoming Environment
The “Reduction of Risk” is the same for Physical Security and 
Network Protection, you need all the elements of People, Pro-
cess and Technology to be successful. In terms of physical 
security technology, what is best for your facility and opera-
tion – cloud-based solutions that leverage the internet and 
networking connectivity or premise-based solutions that are 
more traditional in structure and communications? Access 
Control, Video Surveillance and Alarm / Intrusion Technology 
all provide cloud-based applications to enhance your ability 
to perform the “command and control” function, utilizing the 
IT and networking world, to be able to observe and act on ad-
verse events, from any location, at any time. The design and 
implementation of security technology is not a “casual thing”, 
it takes time, care, a plan designed through a cross-functional 
team and the quality, integrity and craftsmanship of your busi-
ness partner(s).
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covered entities are to maintain reasonable and appropri-
ate administrative, technical and physical safeguards for pro-
tecting e-PHI.”3 When financial information is stolen (such as a 
credit card or debit card number) the losses are limited by the 
victim’s current credit limit or account balance, and once illicit 
activity is detected, such accounts can be quickly deactivated. 
This is not the case with a person’s PHI. A stolen or compro-
mised electronic medical record can net not only significant 
profit through immediate use to create new lines of credit and 
charges for purchases (traditional identity theft), but it can also 
be used to create fake IDs and medical profiles to purchase 
drugs and medical equipment for resale as well as being used 
with false provider numbers to bilk insurance companies out 
of reimbursement for non-existent services and medical treat-
ment. Since many of these types of thefts can take victims 
months to discover (unlike credit card and financial theft that 
is usually revealed right away) the thieves have much more 
time to monetize the data on the dark web and other under-
ground data brokerage markets.

Cyber Security in 
the Healthcare 
Environment
By Steven Nibbelink, CHPA, CA-AM

So far in this series of papers we have discussed some of 
the more common regulatory, operational and physical secu-
rity concerns that many leaders and healthcare security de-
cision-makers face when designing programs to create and 
maintain a constant state of readiness when it comes to secu-
rity threats. While all these issues are important, one that has 
been most pervasive in recent years and continues to evolve 
is that of cyber security threats and the increased need for 
network security. As mentioned previously, in today’s health-
care security environment, network security is one of the big-
gest risks that, if not addressed adequately, can result in sig-
nificant losses for an organization, including data compromise, 
monetary fines and most importantly damage to their reputa-
tion and brand. Part of this risks lies in the fact that for the 9th 
year in a row, healthcare organizations had the highest cost 
of a breach – nearly $6.5 million on average (over 60% more 
than other industries).1

Network security is one of the biggest risks that, if 
not addressed adequately, can result in significant 
losses for an organization, including data 
compromise, monetary fines and most importantly 
damage to their reputation and brand.

Protected Health Information
PHI is defined as “ …information, including demographic infor-
mation, which relates to the individual’s past, present, or fu-
ture physical or mental health or condition, the provision of 
health care to the individual, or the past, present, or future 
payment for the provision of health care to the individual, and 
that identifies the individual or for which there is a reasonable 
basis to believe can be used to identify the individual. Protect-
ed health information includes many common identifiers (e.g., 
name, address, birth date, Social Security Number) when they 
can be associated with the health information listed above.”2  
When such information is in an electronic format, it is referred 
to as e-PHI, and the Healthcare Information Portability and Ac-
countability Act (HIPAA) Security Rule requires, in part that “...
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Cross Contamination of Data
Another real risk with this type of activity is the cross contam-
ination of legitimate data in a patient’s medical record with 
that of fictitious or altered information. For example, consider 
a person who is allergic to a particular medication. Their med-
ical information is altered during a data breach and this then 
becomes part of their electronic medical record. They are un-
aware of the changes made and are forced to seek medical 
attention due to an emergency issue. Staff at the urgent care 
facility read the false information and administer the wrong 
medication basing it on the fact that the patient’s current 
EMR indicates no allergies. Loss of PHI is not just a financial 
and reputation risk, it can also directly affect patient care out-
comes in dramatic ways.

Loss of PHI is not just a financial and reputation 
risk, it can also directly affect patient care 
outcomes in dramatic ways.

The loss of PHI can be broadly categorized into intentional 
and unintentional acts. Intentional acts require more opera-
tional and physical security safeguards, as they typically re-
quire that a motivated actor have the ability and opportunity 
to misappropriate the information. Such information theft can 
take many forms, from high tech (deliberate external hack-
ing of a system or insertion of malware into a system to steal 
data) to low tech (using a cell phone to take screen shots of 
staff credentials or actual PHI itself) to no tech (physical theft 
of paper records and / or duplication of documents without 
authorization or permission for the purpose of personal gain).

Likewise, unintentional PHI loss can include failure of employ-
ees to dispose of confidential information properly and to 
not follow the proper protocols when it comes to protecting 
passwords, login credentials and access to network systems. 
These failures most often occur by employees opening emails 
or web links from unknown sources or using encrypting devic-
es that contain such information. In July of 2018 for example, 
a Texas hospital was ordered to pay $4.3 M in fines for failing 
to properly encrypt PHI on a stolen laptop and flash drives un-
der violations of HIPAA 4. At the time of this writing, this fine is 
a record amount for such violations and underscores the fact 
that network and PHI security are being viewed seriously by 
regulatory agencies and failure to create and maintain a se-
cure process for their storage and use can be quite costly.

In July of 2018 for example, a Texas hospital 
was ordered to pay $4.3 M in fines for failing to 
properly encrypt PHI on a stolen laptop and flash 
drives under violations of HIPAA.

Cyber Security Risks 
We have previously discussed the ways in which properly de-
signed and implemented training programs, access controls 
and appropriate processes based upon regulations and best 
practices (such as the Health Record Management section of 
the Urgent Care Association’s Accreditation Standards and 
the Joint Commissions standards on Information Manage-
ment) can work to prevent many of these types of acts. The 
threat of cyber security risks, however, does not only involve 
insider threats such as staff, vendors, visitors and patients. 
Many cyber security risks involve external actors who delib-
erately work to penetrate the security of a healthcare facili-
ty’s  information network for the express purpose of criminal 
activity, and some of the more common cyber-attacks include 
targeted data breaches (hacks), denial of service attacks (to 
shut down the network’s systems by overloading them to the 
point of inoperability) and the latest trend, ransomware. Ran-
somware is the insertion of malware into a network to encrypt 
data and hold it hostage until a ransom payment is received5. 
In May of 2017, the WannaCry virus was released on the inter-
net, a form of malware that resulted in countless computers 
being infected with ransomware worldwide. The United King-
dom’s National Health Service had dozens of its hospitals af-
fected by this attack, and it resulted in thousands of patient 
appointments being canceled or rescheduled.6 There were 
also a number of hospitals in the US and other countries af-
fected, and while this particular virus has now (for the most 
part) been contained, it demonstrated the impact of what was 
later determined to be a fairly unsophisticated attack on vul-
nerable healthcare computer systems due to outdated soft-
ware and poor network security controls. IN December 2019, 
a New Jersey abased healthcare organization as forced to 
pay after a successful ransomware attack, and this is just a re-
cent example of a string of high-profile ransomware attacks 
across the globe.7
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The WannaCry virus demonstrated the impact 
of what was later determined to be a fairly 
unsophisticated attack on vulnerable healthcare 
computer systems due to outdated software and 
poor network security controls.

Many of these cyber-attacks are conducted through process-
es known as phishing or malvertising. Phishing is when a 
hacker uses fraudulent emails, texts, or copycat websites to 
trick a person into sharing valuable information, either per-
sonal or organizational, for the purposes of identity theft or fi-
nancial gain. Through such phishing attacks, these hackers 
can also gain access to your computer network in order to in-
stall programs like the ransomware viruses described previ-
ously. These attacks can be quite ingenious, as hackers of-
ten lure targets into a false sense of security by pretending to 
be a co-worker or family friend or through the use of familiar, 
trusted logos of established, legitimate companies.8

A recent successful phishing attack on a 
New Mexico based hospital system may have 
compromised data on over 183,000 patients.

A recent successful phishing attack on a New Mexico based 
hospital system  may have compromised data on over 
183,000 patients, and it appears as if the breech may have 
been initiated through employee email accounts.9  Malvertis-
ing is a more complex attack in which pop up ads are used 
on legitimate websites to trick the user into clicking on them, 
thus initiating the attack.10 This type of attack is also very chal-
lenging to identify because the ads on a webpage constantly 
change. This means that one visitor may be infected, but the 
next users who visit the exact same webpage won’t be affect-
ed since the same infected ad did not pop up. The sophistica-
tion of such cyber-attacks is likely to increase, therefore the 
security measures and expertise required to combat these 
types of threats need to advance in kind.

In Conclusion
Healthcare security is a term and a concept that has many fac-
ets. From the basics of operational security (if you see some-
thing, say something) to physical security (access controls 
and video surveillance) to the incredibly complex and evolv-
ing threat of cyber-attacks against healthcare information net-
works, security in the healthcare industry requires a holistic 
approach to maintain a safe environment and prevent security 
related incidents from negatively impacting patient care. From 
all indicators, workplace violence in the healthcare sector is at 
an all-time high, attacks on information networks are continu-
ing to increase in complexity and diversity and resources for a 
non-revenue generating department like security is becoming 
more and more difficult to obtain. This might present a chal-
lenging concept, but it is not impossible. Those responsible 
for security in the healthcare environment need to research 
current trends and best practices, understand the regulations 
and standards that must be met and then seek the expertise 
to assist in creating a customized security program—one that 
will not only resolve any current issues but will also build a 
strong foundation for tomorrow’s threats. By illustrating secu-
rity as an investment rather than a cost, today’s healthcare se-
curity professional can best communicate their value to the 
C-suite in a language they recognize and understand.

Solutions for a Safe, Secure and  
Welcoming Environment
IoT, Cybersecurity, The Customer Experience—what is the 
Managed Network Services strategy for your healthcare or-
ganization. The accessibility of healthcare is now a key driv-
er in the daily life of patients seeking a healthcare provid-
er. As the provider of medical services, how do you leverage 
the past, current and future technology. Is SD WAN part of 
your strategic plan, and the command, control and flexibility 
it provides? How do you leverage “older” technologies, such 
as MPLS, in 21st century healthcare? What size “pipe” do 
you need for your facilities in a centralized and remote loca-
tion? How do you utilize communication technology, such as 
VOIP, in your IT strategy? The design and implementation of 
IT & Networking technology, like security technology, is not 
a “casual thing”. It takes time, care, a plan designed through a 
cross-functional team and the quality, integrity and craftsman-
ship of your business partner(s).
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